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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	Differentiate between authentication  and  authorization. 
	L2
	CO1
	[2M]

	2
	Describe e-commerce. 
	L1
	CO2
	[2M]

	3
	Define Electronic/Digital Signatures.
	L1
	CO3
	[2M]

	4
	Describe Internet Corporation for Assigned Names  and Numbers.
	L2
	CO4
	[2M]

	5
	Describe IT Act, and Judicial Review under Constitution of India.
	L2
	CO5
	[2M]

	6
	 List different Cybercrimes. 
	L2
	CO6
	[2M]

	7
	Define message authentication code.
	L1
	CO1
	[2M]

	8
	What are the roles of Certifying Authorities. 
	L1
	CO3
	[2M]

	9
	Write about  sensitive personal  information rules.
	L2
	CO6
	[2M]

	10
	Write principles relating to extradition under   COE  convention.
	L2
	CO4
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Describe the necessary properties of message authentication code. 
	L2
	CO1
	[5M]

	
	b)
	Summarize Feistel cipher structure used in Data Encryption Standard (DES).
	L5
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Discuss the role of Electronic Signatures in E-commerce with Reference to Free Market Economy in India. 
	L3
	CO2
	[5M]

	
	b)
	Describe Information Protection and Access Controls.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Summarize  the laws relating to electronic records and intellectual property rights in India.
	L4
	CO3
	[5M]

	
	b)
	Write the procedure in obtaining License to Issue Electronic/Digital Signature Certificates in India.
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Discuss the international efforts related to cyberspace laws.
	L5
	CO4
	[5M]

	
	b)
	Outline the principles relating to mutual assistance between the states  under Council of Europe convention.
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Penalty and Compensation for Damage to  Computer  System under the IT Act 2000.
	L2
	CO5
	[5M]

	
	b)
	Describe the Adjudication of Disputes under the IT Act  2000.
	L3
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Outline the punishments for violation of privacy  and  breach of confidentiality    under the IT Act
	L2
	CO6
	[5M]

	
	b)
	Summarize the amendments Introduced in   Indian Evidence Act, 1872  under IT Act 2000.
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Describe elementary transposition ciphers.
	L2
	CO1
	[4M]

	
	b)
	Outline salient features of the new consumer protection act, 2019   in   e-commerce.
	
	CO2
	[3M]

	
	c)
	Describe patents as a form of intellectual property.
	L3
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	 Describe  domestic measures relating to offences of child  pornography   under   Council of Europe (COE) convention on cyber crimes.
	L2
	CO4
	[4M]

	
	b)
	Describe penalties, compensation and adjudication of violations of   provisions of IT act.
	L2
	CO5
	[3M]

	
	c)
	Describe reasonable security practices and procedures and sensitive personal   information rules, 2011. 
	L3
	CO6
	[3M]
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